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Abstract— It is often desirable to determine whether it  has been modified in any way from its original recording. The JPEG format affords 
the  engineers to provide many implementations which gives rise to widely varying JPEG headers which provide image authentication. A 
camera signature that is extracted from an  JPEG image which contains the  below stated information about the (1) Quantization tables, (2) 
Huffman codes, (3) thumbnails, and(4) EXIF format. The signature is highly distinct across 1.3 million images spanning 773 different 
cameras and cell phones. Specifically, 62% of images have a signature that is unique to a single camera, 80% of images have a signature 
that is shared by three or fewer cameras, and 99% of images have a signature that is unique to a single manufacturer. The signature of 
Adobe Photoshop is also shown to be unique relative to all 773 cameras.Using these signature we can be able to find whether the 
Evidence is in original form or it is being modified. The method of Comparing the Hash values are used to provide the integrity of the 
image. If the Provided  Evidence Contains any Secret message , find whether the   Message is in original form or its  being  tampered . 

Index Terms— Digital Forensics, Digital Tamper, JPEG Headers, EXIF .   

——————————      —————————— 

1 INTRODUCTION                                                                     
IGITAL images are now routinely introduced as evi-
dence into courts of law. It has, therefore become critical 
to verify the integrity of this digital evidence.Digital fo-

rensics techniques have been developed to detect various trac-
es of Digital tampering 

The  traces of Digital Tampering are as stated region dupli-
cation [1],[4]; resampling [5],[6];color filter array artifacts 
[7],[8]. However, relatively benign modifications either cannot 
be detected by these techniques, or render these techniques 
ineffective. It is often desirable to determine if a digital image 
has been altered in any way from the time of its recording, 
including manipulations as simple as cropping .In contrast, it 
has been previously shown that exchangeable image file for-
mat(EXIF)  headers [9] and JPEG quantization tables [10],[13] 
used by cameras and software manufacturers are somewhat 
distinct, and can, therefore, be used to determine if an image 
has been altered from its original recording.  

Building on this earlier work,  the various aspects of  JPEG 
format can be used for authentication. Unlike previously  sev-
eral features of the JPEG format are not considered, namely 
properties of the run-length encoding employed by the JPEG 
standard, and aspects of the EXIF header format. This analysis 
is validated on over 1.3 million images spanning 33 different 
camera manufacturers and 773 different camera and cell 
phone models. 

 

2    LITERATURE REVIEW 

A Common manipulation in tampering with digital images is 
known as region duplication, were a continuous portion of 
pixels is copied and pasted to a different location in the same 
image.  

     Several general techniques in digital image forensics may 
be applied to detect duplicated regions. For JPEG images , a 
double JPEG quantization is usually a telltale sign of tamper-
ing operations(include region duplication), and can be detect-
ed based on the histograms of quantized DCT coefficients. 
These duplicated regions are well blended into the surround-
ings at the target locations , and become very difficult to detect 
visually. 

     Copy move image tampering is one of the frequently used 
technique to hide or manipulate the content of the image.some 
part of the same image or some other image is pasted on an-
other part of image. To detect the region of some other image 
statistical methods may work but if the region pasted belongs 
to the same image then it's quite difficult to detect this forgery.  

      Resampling detection, meanwhile a standard tool in image 
forensics, it is helpful to investigate the resampling detection 
in re-compressed JPEG images. While a reliable detection for 
almost arbitrary geometric transformations in uncompressed 
image has been reported, it is well-known that detection per-
formance severely drops already for moderate JPEG compres-
sion.  
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3 PROPOSED MODEL 

The existing system tells that an image that is being taken 
from any Digital media can be given as an Evidence , so that 
the evidence will be either sent via network where an inter-
mediator may  Tamper the Evidence. The Tampering of an 
image can be found by the receiver by Extracting the Digital 
Evidence's camera signature using an tool called Exchangeable 
Image File Format (EXIF) . 

Using this tool the receiver can Extract so many Image file 
Directories (IFD) into which the metadata's of the evidence are 
hidden, some of the metadata are: (1) Camera  Make &  Model, 
(2)Thumbnail, (3)Zooming length, (4) Gps (5) Date and Time 

By extracting these metadata we can be able to compare 
these data's with the original image and check whether the 
Evidence is Tampered or not. The signature is used for an au-
thentication using the JPEG Headers. 

The Proposed system shows that we can be able to find 
whether the image is being tampered using the Jpeg Headers 
and EXIF tool, and also we can be able to find whether the 
evidence is having any hidden message using the LSB Ste-
ganography technique. 

If the Evidence is having any hidden message  & if the 
evidence is tampered , then we cannot be able to retrieve the 
original image that is being hidden inside the given evidence. 
Because the evidence values may differ before and after the 
attack is generated in the image. Here We are generating Three 
kinds of attack on the evidence  a) Crop Attack, b) Pixel 
Attack, c)Tamper Attack . These attack's are generated by the 
intermediator and finally the receiver receives the attacked 
image  and thinks that the received one is the original image 
from the intended sender. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
fig 1.Solution Architecture 

 

Fig 1 presents how Evidence is being send form the source to 
the destination and in the middle how an attack is being in-
jected and how the receiver is going  investigates the Tam-
pered evidence is shown. Initially Source sends the evidence 
to the appropriate receiver via the network, the receiver re-
ceives the evidence and find's whether the received evidence 
is being tampered or not. 

3.1    EVIDENCE SELECTION 

The Evidence selected should be in the digital form , so that the 
JPEG Headers & EXIF (Exchangeable Image File Format) can be 
used later to find whether the received evidence is tampered or 
not .If  the Evidence is not an Digital media the tool will not be 
able to find whether the produced one is being tampered or  it is 
original form.  

Initially the sender selects the Evidence and  sends to the 
intended recipient using the Destination key. The receiver can 
enter the key and can receive the evidence. The evidence is an  
JPEG image where we can easily extract the Headers and the 
signature of the image using EXIF. The images that are not 
JPEG are eliminated , and if the image is not an three channel 
colour image, it's also eliminated. 

3.2     ATTACK INJECTION 
The Evidence that is being send to the receiver can be tam-

pered in the middle by three way's  as mentioned below        (a) 
Crop Attack , (b) Pixel Attack , (c)Tamper Attack.  

3.2.1  CROP ATTACK 
Basically the attacker receives  the original image and keeps it 
and  crop's some of the image region based on the width and 
height of the produced image  and send's the cropped image  
to the receiver , the receiver doesn't know that the image is 
cropped in the middle and he thinks that the he received the 
original image form the intended receiver.  The following fig-
ure shows you the Exact result of the Attack: 

(a) Original image        (b) Received image  
 

fig 2. Cropp Attack 
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3.2.2   PIXEL ATTACK 
This type of attack cannot be visually identified in the initial 
state by the receiver because he thinks that the image is of 
originally like this , but the attacker adds some values to the 
RGB of the given image and sends the image to the receiver. 
The below fig shows the exact attack generation: 

 
 
 
 
 
 

 
 

 
 

(a) Original image       (b) Received image  
 

fig 3.Pixel Attack 

3.2.3  TAMPER  ATTACK 
The attacker Receives the image from the sender and edits the 
image using the Photoshop or any other editing tool and sends 
that image to the intended recipient like an sender. The below 
show figure shows you the way of attack will be generated. 

    (a) Original image  (b) Received image 

fig 4. Tamper Attack 

4     EVIDENCE SELECTION 

After the Attack Injection the Attacker sends the attacked im-
age the intended recipient,  initially the receiver doesn't know 
that the received evidence is an original one or an tampered .  

For this verification , in this application we use JPEG 
Header tool which includes the EXIF metadata's  which will be 
easy to identify whether the image is original or an modified 
one. 

For Example in the above tampered figure 4.3 you can see 
that both of the images are of same and it seems like both are 
original but while using this tool we can find that the image is 
an edited one using the Photoshop tool. 

 
 

 

5    STEGANOGRAPHY 

The sender not only sends the evidence simply he embeds 
some text inside the evidence using the LSB technique and 
encrypting the message using the ECC (Elliptic Curve Cryp-
tography ) where this can be extracted by only the receiver 
using the encryption key to decrypt the message. 

The LSB technique is the one where we are hiding the mes-
sage inside the neighbour regions where they are in least bit 
and we use the ECC method to encrypt the text and also to 
decrypt the text. 

If  the given evidence is being tampered in the middle by 
an attacker , we cannot be able to extract the hidden message 
from the evidence.   

6 CONCLUSION  

The cameras produce distinct JPEG headers that facili-
tate both forensic and ballistic analysis. This analysis does 
not differentiate between benign and nefarious modifica-
tions. While this is a stringent criteria, it is useful in certain 
arenas. This forensic analysis can be useful in a legal set-
ting, for example, where it is important to determine if evi-
dence has been altered in any way. 

As with any forensic technique, it is important to con-
sider countermeasures. In our case, a determined forger 
could conceal their traces of tampering by extracting the 
signature of a camera, modifying the image, and then re-
saving the image with the appropriate EXIF format and all 
of the appropriate parameters: image size, image quantiza-
tion table, image Huffman code, thumbnail size, thumbnail 
quantization table, and thumbnail Huffman code. While 
this is certainly possible, it is currently beyond the scope of 
popular photo-editing software. Our analysis is also vul-
nerable to a standard rebroadcast attack in which a digital 
image is manipulated, printed, and re-photographed. 

In this Digital World , the JPEG images play an vital role 
either as an entertainment or as an Evidence that is being 
produced in the courts of law . This evidence can easily be 
Tampered using any of the Products that are available in 
the market. Thus this Forensic Technique can be useful in a 
legal setting, for example, where it is important to deter-
mine if the evidence is being Tampered or it is in the origi-
nal form. We can also be able to find whether the given 
evidence is having any Secret message that is being hidden 
inside. We can first detect the hidden message then we can 
proceed for the Evidence Analysis, where we are going to 
check whether the hidden message is being Tampered in 
any way.  
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